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DEFENDING AGAINST DISTRIBUTED DENIAL OF SERVICE ATTACKS
(G — & AP IEHCR O R 734

15 24 F=r Vw7 A77

(A3) Distributed denial of service (DDoS) attack is one of the most alarming threats on
the Internet. DDoS attacks attempt to disrupt the target server by exhausting its critical
resources in order to deny its service to legitimate clients. The attacker plants attack software
on a large number of remote computers. These compromised computers, commonly known as
“zombies”, become the launch pads for DDoS attacks at the attacker’s command. There are two
types of DDoS attacks - those that target on server resources and those that target on network
bandwidth. We can defend against the former by deploying a conventional firewall with an
intrusion detection system near the exterior router to block offending packets in front of servers.
However, such methods are ineffective in defending against the latter since the bandwidth
upstream of that router will remain blocked. It takes coordination with the upstream nodes to
effectively block the attack traffic.

This thesis presents an effective defense system for detecting and mitigating DDoS attacks.
We first comprehensively survey all known attacks and look for characteristics that can help us
recognize these attacks when they occur. We then propose a forecast mechanism that finds a
time series model of normal traffic for each server. Using this model, we can detect anomalies in
the ongoing traffic. A significant anomaly would trigger our detection engine to perform further
in-depth analysis that looks for specific attack characteristics and create signatures that can
identify the attack flows. These signatures are forwarded to multiple upstream nodes, which
then mitigate attack flows near the attacking sources. In order to minimize collateral damage,
the system also adaptively segregates legitimate traffic that happens to match the attack
signatures. This system effectively prevents attack traffic from penetrating the victim’s
network while protecting access from legitimate users.

We have implemented this defense system in two forms: as a dedicated hardware that
utilize network processing units (NPU) to achieve wire-speed, and as a general software that
runs on Linux platform. We also conduct experiments using simulations to assess the
effectiveness of our defense system. Finally, we propose a practical framework that may be

standardized by service providers to deploy our system across different autonomous networks.
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