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論文の内容の要旨 

 

論文題目： Unified Frameworks for Practical Broadcast Encryption and Public Key Encryption with 

High Functionalities  

 

（和訳：  放送型暗号と高機能公開鍵暗号方式のための統合的枠組みに関する研究） 

 

氏名 アッタラパドゥン ナッタポン 

 

（本文） In this thesis, we study encryption schemes with various “high functionalities” including one 

specific focus on broadcast encryption. As for the main contributions, we propose a framework for 

constructing practical broadcast encryption schemes and a unified framework for public-key encryption 

with various functionalities. 

 

The first focus of the thesis is on a special but important kind of encryption schemes, namely broadcast 

encryption. Such a scheme has many useful applications; the most important one to be mentioned is the 

digital right management. More precisely, broadcast encryption enables the protection of digital contents 

such as copyrighted DVD. Such a technology is “inevitable” nowadays as modern advancements in 

communication infrastructure and digital storage technologies have, on one hand, enabled pervasive 

digital media distribution, but on the other hand, also allowed the spread of “pirate” contents to be done 

easier than ever before. 

 

There are some broadcast encryption schemes available in the literature; however, as the number of all 

users in the system tends to be increased, these existing solutions tend to be quite inefficient, and 

eventually cannot be used in the real-world application. Our focus is then to construct practical broadcast 

encryption schemes, which can be “scalable”, in the sense that the efficiency of scheme will not be 

affected by the increasing number of users. As a result of the research, we achieve this goal by 

constructing the first schemes whose the main two parameters, namely the ciphertext size and the private 

key size, are independent of the number of all users, while the computational cost is semi-scalable 

(namely, the cost is increasing but slowly as logarithmically). Behind this scheme, we proposed a 

theoretical framework that can be used to construct efficient schemes in a systematical way. 

 

The second topic shifts the research focus from the practical point of views to more theoretical ones and 

looked beyond to more general encryption schemes with “high functionalities”. The motivation came 

from the fact that in recent years, there have been many cryptographic primitives which extend the normal 

public-key encryption to achieve useful functionalities such as ID-based encryption, Key-insulated 
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encryption, Forward-secure encryption, Certificate-less encryption, and many more. Each functionality is 

proved to be useful in different scenarios and applications thereof. Although being seemingly related 

primitives, there was no unified framework for defining or constructing them. 

 

In this work, we proposed a unified framework called Directed Acyclic Graph Encryption (DAGE) that 

unifies these highly-functional encryption primitives into a unified syntax, a unified security notion, and 

unified generic/specific constructions. More precisely, we reduce a specification of such a primitive to its 

necessary and sufficient information, which is turned out to be its underlying graph: by specifying a graph, 

the definition and constructions will be automatically induced by the framework. We also give a primitive 

implication theorem which gives a simple criterion whether a primitive implies another. 

 

In the theoretical point of view, the merits of the proposed framework are direct. It helps understanding 

the theoretical essences of the encryption schemes with high-functionalities from our unified 

characterization. This result simplifies the previous complicated researches into one piece. The result on 

the primitive implication theorem gives an automated verification of relations among primitives. This 

reduces the proof of relations which has to be performed based on complexity-theoretic approaches in the 

previous individual researches, which is quite complicated and can be verified only by human, to the 

logical-based approach, which is much simpler and can be verified automatedly by computer. 

 

The proposed generic construction implies the possibility result for arbitrary graphs. This has merits not 

only in the theoretical point of view but also in the practical point of view where the protocol designer can 

just specify a “tailor-made” graph for the on-purposed application and the implementation of the scheme 

will be prompted to use. Furthermore, any esoteric scheme featured with many combined functionalities 

can be directly implemented; for example, a forward-secure certificate-less public-key encryption with 

keyword-searchability. This is also something that previous works cannot achieve, particularly since there 

was no unified framework to cope with. 

 

For the third main topic, we focus on the combination of the above-mentioned two previous results: 

public-key broadcast encryption schemes that are simultaneously practical and feature high functionalities. 

To be able to attain such practical broadcast schemes, it is unavoidable to focus on more specific 

functionalities (not generic as in the second topic above). We focused on some most useful functionalities, 

namely forward-security and keyword-searchability. Forward-security enables the private-key updating 

and guarantees the security of the previously-encrypted ciphertexts even when the present-time private 

key is exposed. We presents the most practical and scalable forward-secure broadcast encryption so far in 

the literature. Keyword-searchability enables the search over encrypted data. It has a killer application of 

encrypted file sharing systems over public database. We presented the first such scheme in the literature. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


