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FoRMaL YeRIFICation OF LOY-LeyeL SOFtWaRe Xas Become a tRend In tie FORMAL MEtXODS CoMmunmy. XIS IS JUSVIFIED BY
VHe Fact tXav OUR LIves ReLY ONn VXIS SOFtwWaRe: BRaKe SYStems OF CaRs, FLYING CONYROLS OF alRPLanes, YItal mepicalL Devices,
OR SeCURILY PROBES OF PONER PLants. BeyonD vxe stakes, txe DIFFICULLY aLSO MotIvates tHe COMUmumIy. Inpeep vXIs
SOFtWaRe YeRIFICation PReSENYS a CHalLenGe: vHey aRe COMPLeX, OFten WRILteNn In DIFFeReNt LanGUaGes and vxey ImpLement
SUBLLe COMLROL-FLON.

In vxIS vesis, We SVUDY tXe FORMAL YeRIFICAatlon OF a PaRtICULAR Case OF LOWLEYeL SOFtywaRe: OPERAING SYStem KerneLs.
As a vest-BeD We Xave cxosen LOPsY, an emsepped OPeRALING SYstem FOR NEYWORK Devices. UHIS KIND OF SOFtWaRe Has vie
PaRVICULARILY t0 RUN USER APPLICAtIONS, VO PROYIDE tHem SeRYICeS anb o maxe

Ve DMteRFace MUY tXe IMDeRLYING XaRpWaRe. QUR main IMveRest IS aBOUY YHe DMeRaction Betyween tye KeRneL and Its USeR
appLications. OUR StUDY SLamtS FROM an aBStRAcy Yiew OF tXe System, ImpLementeD as a

MODEL OF YHe XaRDWaRe, tXe KeRneL anp Its appLications In vxe SPIN mopeL cxeckeR. We Use VHIS aBSLRAcvION v0 YeRIFY
PROPERLIeS aBOUL tHe MmessaGe PassIMG SeRYICeS and tXe PROLeCtION OF tMe KeRneL memoRy. FOR VHIS LatteR PROPERtY we
IDEMVIFY SOMe PaRLS OF tXe CODe VHat are SensiBLe, SUCH as VHe MEMORY aLLOCAtION and tXe comvext SWICKING. Lxe nexy
SteP IS 10 YeRIFY tXe SOURCe CODe IMPLementinG vxese FaciLiies. FOR tXIS PURPOSe e MoDeL BOVY a C-LiKe LanGuaGe and
vie MIPS assemsLy, msipe tie C0Q PROOF assistant, as WeLL as a WeLL-Known exvension oF Hoare-LOGIC: tXe SePaRarion
LoGIc. Using viese ImpLementarions we YeRIFY tHe MEMORY aLLOCAtOR and aPPLICAvIoN convext SWICHING cope OF LOPsY.
UHROUGK UXIS exPeRlences, e come to InyestiGate vie automarion OF coDe YeRIFIcation. Ye aLso ImpLement an ORIGINaL
anp ceRvIFIeD YERIFICavlon FIMCYION FOR SePaRavion LOGIC LRIPLeS mmsive OF Cog. UXIS Funcion can Be exvRacted as a
stanp-aLone anp CeRLIFIeD YeRIFIeR. We aPPLY VIS YeRIFIER ON tXe YERIFICation OF a LIBRARY FOR LISLS, WXICK IS @ Mmusy

Haye FOR OPERAtING SYstem KeRneLs, anp to txe tHReaD CReavlon Function OF LOPSY.



