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Internet servers have been becoming more important entity in today's society. Many
services in the Internet depend on servers, and the services must not be disrupted at
any moment. Therefore servers must be high performance, highly available, and highly

reliable. In addition to that, servers should be efficient.

Single IP address cluster is a technique to implement a server by assigning a single IP
address to a cluster of server nodes. In order to realize a server which meets some of the

above requirements, single IP address cluster servers have been widely used.

In these cluster servers, some type of clusters, called broadcast-based clusters, are
favorable in terms of its resiliency to node failures. In the broadcast-based clusters, a
node failure does not affect the other server's communication. However, the existing
broadcast-based clusters have limited load balancing capability. Thus they cannot fully

utilize the total performance of server nodes under heavy loads.

This thesis first focuses on this load balancing issue and proposes a request dispatching
method for realizing flexible load balancing on broadcast-based single IP address
clusters. By applying this method, the performance and the efficiency of servers are
improved. On the other hand, when considering a server node failure, there is an issue
that some clients may not be able to connect to the server until the recovery process is
completed. This issue becomes more crucial when the proposed request dispatching
method is applied. Additionally, single IP address clusters in general do not provide any
means to protect ongoing connection from server failures. In order to address these
issues, this thesis also proposes two more methods, the Speculative SYN Packet
Acceptance method and the Client-side Checkpointing method. The former method
reduces the client-experienced latency when establishing a new connection under a
node failure, and the latter method protects a connection from server crash. These

methods improve availability and reliability of a server.



As described above, this thesis proposes three methods to improve server dependability.
The first method is a request dispatching method for load balancing in broadcast-based
clusters. Both layer-4 and layer-7 request dispatching mechanisms are designed and
implemented. By making connection dispatching decisions at specific scheduler nodes,
it becomes possible to employ flexible load balancing algorithms, which is difficult for
the existing broadcast-based systems. Because the scheduler node is involved in the
communication only when a connection is being established, its failure does not affect
other nodes after the connection is established. The least connection scheduler for the
layer-4 load dispatching, and the locality-aware scheduler for the layer-7 dispatching,
are implemented and evaluated using the SPECweb2005 benchmark. The evaluation
shows that the proposed method processed 13% more requests than the existing method
in the layer-4 load balancing, and reduced the number of slow downloads, which failed

the speed criteria, by 48% in the layer-7 load balancing.

The second proposed method is the Speculative SYN Packet Acceptance mechanism, in
which the secondary node speculatively accepts the SYN packet from the client and
responds in order to reduce the TCP connection latency seen from the client

in case of node failure. Experiments show that this method ensures that a server cluster
responds to clients almost within 0.4 second even there is a failed node, whereas it takes

3 to 9 seconds without the proposed method.

The third method is the client side checkpointing method. A server application extracts
its essential per-connection state information and stores it to the client's memory. When
a server crashes, the client automatically reconnects to the server cluster and the server
reconstructs the state from the checkpoint stored in the client. Benchmark tests using
the ffserver, a media streaming server, shows that the performance overhead of the
proposed method is as low as less than 4%, and the memory overhead is less than twice

of that of the normal version.
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